Retail Users:

Union PKI Registration — New User

New users will login to internet banking site by using their User ID and Login Password.
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In next screen, user can opt for Union PKl as authentication mode.
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Good people ta bank with

Safe Secure Internet Banking ;}ﬂ

Bank has introduced 2FA (Two Factor Authentcation), as an additional security feature for making Internet
Banking more secure. This is a safeguard against cyber threats like phishing/vishing to steal your credentials
via fraudulent communications.

Bank highly recommends you to get registered for 2FA for more safe & secure Internet Banking.

Q Union PKI

On selecting Union PKI option, you will be enabled for Union PKI instantly.

You will get an activation Code via SMS, while login to Internet Banking. So, always keep your mobile no.
updated. For that you can approach your branch.

Enroll yourself. This is one time activity. Click here for details...

Charges: One time fee for Union PKI is Rs.150 only.

Q, Mobile OTP

On selecting Mobile OTP option, you will get a sms on your registered mobile number with provisioning details.

You have to download application (ArcotID OTP) from App Store of your mobile OS. In case your mobile
handset is not suppoerted, download the desktop version from the link available on our website.

Enroll yourself. This is one time activity. Click here for details..

To download list of supported Mobile Operating Systems Click here.

Charges: One time fee for Mobile OTP is R5.150 only.

[ Mobile OTP N;

Our Site is Verisign secured site.
Your eredantials travals in 3 highly sscurs SSL moda
with 128 bit encryption.
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On opting for Union PKI, there will be an alert message to the users.

F\ verisign
Secured

Our Site is Verisign secured site.

U Union Bank

of India
Goad peaple to bank with
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Safe Secure Internet Banking ;ﬁ

Bank has introduced 2FA (Two Factor Authentcation), as an additional security feature for making Internet
Banking more secure. This is a safeguard against cyber threats like phishing/vishing to steal your credentials
via fraudulent communications.

Bank highly recommends you to get registered for 2FA for more safe & secure Internet Banking.

Q Union PKI

On selecting Union PKI option, you will be enabled for Union PKI instantly.

You will get an activation Code via SMS, while login to Internet Banking. So, always keep your mobile no.
updated. For that you can approach your branch.

Enroll yourself. This is one time activity. Click here for details...
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On click of OK button, user will be at welcome page of Internet Banking.
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Enrollment Process:

In next login, after login page, user has to enter activation code delivered to registered mobile number

via SMS. Click on Continue button.

@ Union Bank

Enter Activation Code

Activation Code

provided to you via

crosoft® Internet Explorer 6.0+ s,

@ 1500 2222 a4 call1nais Toll Fras)
401-22-25710600 (From abroad)

sms

nd Netscape® Navigator 4.5+ with resolution 1024 X 768.

Done

€ Local intranet | Protected Mode: OFf fa > W|100% -

In next screen, user has to set Personal Assurance Message (PAM) and Union PKI Password. PAM can be
any word or phrase of customer’s choice. It assures the customers that they are visiting genuine web
site. Union PKI Password should be combination of alphabets and digits with min. length of 6 characters

and maximum length of 10 characters.

@ Union Bank

Set Union PKI Password :

is site iz bast visw

wed on Microsoft® Internst Explorer 5.0+ =

@ 1500 2222 23 (Al 1nai= Toll Free)

+91-22-25719600 (From Abroad)

| am back

= computer =%

e of your choice.
his Password to authenticate hereafter.
chine or a

rnet banking from your own ma

nd Netscape® Navigstor 4.5+ with resolution 1024 X 768,

Done
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On click of Submit button, user will be at welcome page of Internet Banking.



Union PKI Authentication:

Users will login to internet banking site by using their User ID and Login Password.

= 1800 22 22 44 (In India - Toll Free)
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Retail Internet Banking Login ===

= Virtual Keyboard
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Please Note: 3 wrong password attempts will disable your User Id.

Terms of Use | Disclaimer = =
2 Factor Authentication - Safe & Secure ebanking: Use of Virtual Keyboard:
1f you are enabled for 2 Factor Authentication, then it is Wie racommand te uss virtual kayboard sl especially when you are

essantial for you to install Iatest JAVA on your systam.
Download Istest JAVA (Online)
Dovnload latest JAVA (Offline) Cl
For Demos, User Guids & Help Cl
Download Mobile OTE Application

g from a public place. Click on th ck box beside the text
or ensbling & using it. Click here for Help.
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Custemer Alert !t [Bewars of phishing]

it Bank's site instead of dicking on the links provided in emails or third party websites.
spond to pop-up windows asking for your dential information.
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Copyright © Union Bank of India This site is best viewed on Microsoft@ Internet Explorer 5.0+ and Netscape@ Navigator 4.5+ with resolution 1024 X 768.

India - Chargeable)

Done € Local intranet | Protected Mode: Off

In next screen, user can see the PAM value set at the time of enrollment. User has to enter Union PKI

Password set at time of enrollment.

‘ ’ Union Bank

of India

Authenticate

UserID

PAM (Personal Assurance Message)

Union PKI Password

Click here to reset Union PKI Password
Click here to register for Mobile OTP

private computer=*

Cancel

ote :
Please enter your latest Union PKI Password and click on the Submit button.

* Mandatory Fislds

+981-22-25718600 (From Abroad)

This site is best viewsed on Microsoft@ Intemet Explorer 5.0+ and Netscape® Navigstor 4.5+ with resolution 1024 X 768

Done € Local intranet | Protected Mode: OFf

On click of Submit button, user will be at welcome page of Internet Banking.



Union PKI Registration — Existing User

Existing users registered with Software Token

User will login to internet banking site by using their User ID and Login Password.
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Copyright © Union Bank
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Internet Banking Lo

= virtual Keyboard

User ID
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Login Password | L s ~ B - =
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Pleass Note: 2 wrong password attempts will disable your User Id. $ E ) | | % { [
Terms of Use | Disclaimer
2 Factor Authentication - Safe & Secure ebanking! Use of Virtual Keyboar
1f you ars enablad for 2 Factor Authantl:atmn, then it is We recommend to use virtual keyboard alvays, especially when you are
AvA systam. accessing from a public place. Click on the check box beside the tesxt

Downiand Mobile OTh Application (Desktop Versian) Gl

Customar Alert Il [Baware of phishing]
ond to fraudulent communications asking your confidantials like A/c No, User 1d, Password, Card Ne, atc.
Fraudulent e-mails contain links of look-alike e s islead into entering sensitive financial dats.

Bank vill never send such communications to customers asking for their personal or confidential information.

Alwys visit Bank's site instead of dicking on the links provided in emails or third party websites.

Do not ond to pop-up windows asking for your confidential information.

Gentle word of caution !
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boxes for enabling & using it. Click here for Help.

This site is best viewed on Microsoft@ Internet Explorer 5.0+ and Netscape@ Navigator 4.5+ with resolution 1024 X 768.

Contact U
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020-25200175 (In India - Chargaab\e\
+51-80-25302510 (For NRIs

€ Local intranet | Protected Mode: Off - 100%
Users will have the link “Click here to register for Union PKI” as shown below. Click on the link.
. @ 15002222 34 (all-tndia Toll e
(4} union Bank
Authenticate
PAM [famback -
T 4 oTP Forgot your Secured PIN? Click here
Plasse Enker Your Sacuced: PiN To Re-Activate Secured PIN on t machine. Click here
Click here to re: ter for Mobile OTP
Click here to register for Union PKT
* Mandatory Fields
This site is best viewad on Microsoft®@ Internet Explorar 6.0+ and Netscape® Navigator 4.5+ with resolution 1024 X 768
€ Local intranet | Protected Mode: Off 42 100%



On click of the link, users will have an alert with message “Your software token will be migrated to
Union PKI authentication”. Click on OK button.

Union Bank 0 1800 22 22 44 (All-India Toll Fras)
+91-80-25302510 (From Abroad)

of india

Authenticate

UserID HARISHCHAND *
ean fambeck |-

g
Secured PIN + (e LR Forgot your Secured PIN? Click here

Please Enter Your Secured PIN To Re-Activate Secured PIN on this machine. Click here

l:l‘ Click here to register for Mobile OTP

Click here to register for Union PKI

Message from webpage =)

Please anter your lategy Thiask you forapting Oniin PEE Viour Software Token will be sigrated

to Unien PKI authentication.

* Mandatory Fialds

Btor 4.5+ vith resolution 1024 X 768.

Copyright @ Union Bank of Indiz
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User will receive the activation on registered mobile number via SMS.
i G 1800 22 22 44 (All-India Teoll Free)
(fn Union Bank +01-22-25710800 (From asroad)
Enter Activation Code
Activation Code .
Description :
** Please enter the Activation code provided to you via SMS
€ Local intranet | Protected Mode: Off 4~ ®|100% ~

Done



In next screen, user has to set Union PKI Password. Union PKI Password should be combination of
alphabets and digits with min. length of 6 characters and maximum length of 10 characters.

[ ’ Unian Bank G 1800 22 22 44 (All-Indiz Toll Free)

+91-22-25719600 (From Abroad)
of india

Set Union PKI Password :

Username

PAM (Personal Assurance Message)
New Union PKI Password ssssssss -

Confirm Union PKI Password . . L

private computer #3

Please follow the below instructions for setting your Union PKI Password.
1. Union PKI Password should contain atleast one alphabet and one digit.
2. Only alphabets or only digits are not alloved.
3. The Passvord should have a minimum of & characters and 3 maximum of 10 characters.

* Personal Assurance Message can be any word or phrase of your choice.

**Please set your new Union PKI Password. You will use this Password to authenticate hereafter.
##Please keep this box checked if you are accessing internct banking from your own machine or a
trusted machine. Otherwise keep it unchecked.

Copyright ® Unien Bank of India This sits is bast viewed on Microseft® Internst Explorer 6.0+ and Metscaps® Navigator 4.5+ with resolution 1024 X 768.

)

Done € Local intranet | Protected Mode: Off - ®100%

On click of Submit button, user will be at welcome page of Internet Banking.



CORPORATE USERS:

New users will login to internet banking site by using their Corporate ID, User ID and Login Password.

e e e e (==
Contact Us:
P 1800 22 22 44 (In Indis - Tall Frae)
Un’on Bank 050-25300175 (In India - Chargeable)
of India +91-20-25302510 (For NRIs)

Corporate Internet Banking Login ***

* Virtual Keyboard

*

Corporate ID [} =1Tg |2 0 = 3 1 3 o
User ID [ * w1 Ta e e el s 11 2
Login Password [ * § e 1 b [ o

Plaase Note: 3 wrong password attempts will disable your User Id. & I 7 % 4 - = 1 o
] e ill= ? &
Terms of Use | Discaimer Eaciorace Caps Lock
2 Factor Authantication - Safe & Secure sbanking: Use of Virtual Keyboard:
1 you are enabled for 2 Factor Authentication, then it is We racommend to use virtual keyboard sluays, espadally when you are
eszential for you to install lstest JavA on yaur systar. accessing from a public place. Click on the check box beside the text

heve to install JAVA for your brawser, baxas far snabling & using it. Click here for Help.
here for Demos & User Guide.
Click here to download Mabile OTP Application (Dasktap Vars

Customer Alert It [Beware of phishing]
a not rezpond ta asking yaur like afc No, User 1d, Passuard, Card Ha, ste.
vaudulent e-mails contain links of look-alike websites to mislead inta entering sensitive finandal data,

o not respand to pop-up windows asking for your canfidential inforrnati

Gentle word of caution !

he Passuords are case sensitive, Please be careful while entering the passwords,

lesse do not dlick on Back/Forard/Refrash buttan of your Browser, Please do not dick tuice an sny aptions/buttons.
lease do not keep the page idle for more than three minutes.

~— T s o

In next screen, user can opt for Union PKI as authentication mode. On opting for Union PKI, there will be
an alert message to the users.

/& Two FA Registrat

U Union Bank

of India

Gond people to bank with

Safe Secure Internet Banking :‘;ﬁ

Bank has introduced 2FA (Two Factor Authentcation), as an additional security feature for making Internet
Banking more secure. This is a safeguard against cyber threats like phishing/vishing to steal your credentials
via fraudulent communications.

Bank highly recommends you to get registered for 2FA for more safe & secure Internet Banking.

Q Hardware Token

Hardware Token will be supplied to you within 10 working days.
Enroll yourself. This is one time activity. Click here to see the demo.

You can generate dynamic security codes using the device, which will be required while you login to internet banking
module.

Charges:One time fee for Hardware Token is R5.500 only.

Q Union PKI

©n selecting Union PKI option, you will be enabled for Union PKI instantly.

You will get an activation Code via SMS, while login to Intemet Banking. So, always keep your mobile no. updated. For
that you can approach your branch.

Enroll yourself. This is one time activity. Click here for details...

Charges: One time fee for Union PKI is Rs.150 only.

Q Mobile OTP

On selecting Mobile OTP option, you will get = sms on your registered mobile number with provisioning details

You have to download application (ArcotID OTP) from App Store of your mobile OS. In case your mobile handset is not
supported, download the desktop version from the link available on our website.

Enroll yourself. This is one time activity. Click here for details
To download list of supported Mobile Operating Systems Click here.

Charges: One time fee for Mobile OTP is Rs.150 only.

Union PKI Mobile OTP No, I don't want Token

Our Site is Verisign secured site.

Done «/ Trusted sites | Protected Mode: Off 3~ ®|100% ~

On click of OK button on alert message, user will be at welcome page of Internet Banking.



Enrolment Process:

In next login, after login page, user has to enter activation code delivered to registered mobile number
via SMS. Click on Continue button.

M & Roeming Acraran Code Autl

| @ Union Bank of India @) | kttpsi/fammsunionbankonline.co.infc arp/BANKAWAY TRAN;j ses3i0nid =0 000 Hjura L-GrrsyOF pOeilBeg 17t bwayparar=qD g s guiv A SIKIVEG)scid

( ' Union Bank G 1800 22 22 44 (All-India Toll Free)

¢ +91-22-25719600 [From abroad]
of India

Enter Roaming Activation Code

Activation Code e d

Continue Cancel

Description :
** Please enter the Adivation code provided to you via SMS

Copyright @ Unicn Bank of India Thiz site iz best viewsed on Microsoft® Internet Explorer 6.0+ and Netscape® Mavigator 4.5+ with resolution 1024 H 768,

In next screen, user has to set Personal Assurance Message (PAM) and Union PKI Password. PAM can be
any word or phrase of customer’s choice. It assures the customers that they are visiting genuine
website. Union PKI Password should be combination of alphabets and digits with min. length of 6

characters and maximum length of 10 characters.
Set Union PKI Password - Wir

£ https/fwnav.unionbankonline.co.in/corp/BANKAMWAYTRAN s essionid =000 015 g swtdgHRODC HHiajtqL 6a:18e6p Fowb Pbwayp aram=qLIIL0 s Gl 67ZER SEqu S%ZBETX2B MD mbw: Gy | B3 |
-

& G 1800 22 22 44 (&ll-India Toll Free) i
|Hl ’ Union Bank rar-zz-2sravenn ror snvoae) | |

Set Union PKI Password :

Username ElnkiEsae=nll

PAM (Personal Assurance Message) pkitesting &

New Union PKI Password

ok

s

Confirm Union PKI Password

m

private camputer ##

Please follow the below instructions for setting your Union PKI Password.
1. Union PKI Password should contain atleast one alphabet and one digit,
2. Only alphabets or only digits are not sllowed,
3. The Password should have a minimom of & characters and a maximum of 10 characters,

* Personal Assurance Message can be any word or phrase of your choice.

**pPlgase set your new Union PKI Password. You will use this Password to authenticate hereafter.
##Please keep this bor checked if you are accessing internet banking from your own machine or a
trusted machine. Dtherwise keep it unchecked.

This site is best viewed on Microsoft® Internet Explorer 6.0+ and Netscape® Mavigator 4.5+ with resalution 1024 ¥ 768, -~
< 1 ] +

Copyright @ Union Bank of India

Done /" Trusted sites | Protected Mode: OFf dnow W% v

On click of Submit button, user will be at welcome page of Internet Banking.



Union PKI Authentication:
New users will login to internet banking site by using their Corporate ID, User ID and Login Password.

"€ Carporate Signon - Windows Interet Explorer = )
Contact Us: :
- 1800 22 22 44 (In India - Toll Frae)
Union Bank 280.25500175 {In Tndis - Chargechle)
of India +91-80-25302510 (For NRIs)

Corporate Internet Banking Login ***

* Virtual Keyboard

Corporate ID i = 5 = i
n 2] EIE]])[E][s
User ID B+ om0 fafl v lw|lalls!||i]|lz
Login Password [ * § be 1 plle|lw|| b k|| o
Ihjfally|ldllT|/n|lg
=
10 HIERIENI v
; |
Plaase Note: 3 wrong password attempts will disable your User Id. & I 7 = 4 ~ = = 1 o
L@ (| = 2% || &
e ofse il bldaliney Bock Space | [Clear | [ Caps Lock

2 Factor Authentication - Safe & Secure shanking: Use of Virtual Keyboard:

If you are enabled for 2 Factor Authentication, then it is We recommend to use vitual keyboard always, especially when you are
=ssential for pou to instal lstest JAVA on pour systamn, accessing from a public place. Click on the check box beside the text
Click here to install JAVA for your browser, baxas far snabling & using it. Click here for Help.

Click here for Demos & User Guide.
Click here to download Mabile OTP Application (Dasktap Vars

Customer Alert 11 [Beware of phishing]
+ Do not rezpand to asking yaur like afc No, User 1d, Passuard, Card Ha, ste.
: Fraudulent a-mails contain links of look-alike websites to mislead into entering sensitive finandal data,
k. will never send such cammunications ta customars asking for their parsanal or confidential information,
: Always visit Bank's site instead of clicking on the links provided in emails or third party websites,
+ Do not respond to pop-up windows asking for your canfidential infarmation.

Gentle word of caution !

: The Passwords are case sensitive, Please be careful while entering the passwords,
t Plassa do not dlick on Back/Farusrd/Refrash buttan of your Browser, Plaase da not dick tuice on any aptions/buttons. e
: Please do not keep the page idle for more than three minutes,

—— T ——ThT o

In next screen, user can see the PAM value set at the time of enrolment. User has to enter Union PKI
Password set at time of enrolment.

& | https:/fwnv.unionbankonline.co.in/corp/BANKAWAYTRAN;jsessionid=0000yIcEfoHkIRYPESMgLiLjpn: 18di p3ovb thwayparam = qDrQNTZaayg SdUF ucoZ Sk ASQ M52 FlgOe pd As g n

-

of India +91-22-25719600 (Fromn Abroad)

[ ' Union Bank 0 1800 22 22 44 (all-Indiza Toll Frae)

Authenticate

UserlD Sh473582-5M1

PAM (Personal Assurance Message) Hsdl o

Click here to reset Union PKI Passwaord

private comnputertt

[ Submit ] [ Cancel ]

MNote :
Please enter your latest Union PKI Password and click on the Submit button.

* Mandstary Fialds

Inion Bank of India Thiz site is best viewed on Microsaft® Internet Explorer 6.0+ and Metscape® Navigator 4,54 with resalution 1024 X 7638,

([} | 3

W Trusted sites | Protected Mode: Off g v Elw -

On click of Submit button, user will be at welcome page of Internet Banking.



Union PKI Registration — Existing User

Existing users registered with Hardware Token

Users will login to internet banking site by using their Corporate ID, User ID and Login Password.

(= [ & sl

Contact Us: =
2 1800 22 22 44 (In India - Toll Free)
Un Union Bank 080-253001735 (In India - Chargeable)
of India

+51-80-25302310 (For NRIs)

Corporate Internet Banking Login ***

* Virtual Keyboard

Corporate ID [ * =0
User ID [ *
Login Password | *

Please Note: 3 wrong password attempts will disable your User Id,

Terms of Use | Disclaimer

2 Factor Authentication - Safe % Secure ebanking: Use of Virtual Keyboard:
1f you are enabled for 2 Factor Authentication, then it is We recommend to use virtual keyboard always, especially when you are
=ssential for you to install latest JAVA on your system, accessing from a public place. Click on the chack box beside the taxt

Click here to install JAVA for your browser, baxas far snabling & using it. Click here for Help.
Clidchere for Demos & User Suide
Click here to dewnload Mabila OTP Application (Dasktop Vars

Customer Alert !! [Beware of phishing]

@ not respond to asking your like A7c No, User 1d, Password, Card Mo, et
audulent e-mails cantain links of look-alike websites to mislead inta entering sensitive finandal data,

nk will never send such corraunications to customers asking for their parsanal or confidential infarmation,

ways wisit Bank's site instead of clicking on the links provided in ernails or third party websites,
1 Do not respond ta pop-up windews asking for your confidential infarmation,

Gentle word of caution
: The Passwords are case sensitive. Please be careful while entering the passwords

2ase do not dick on Back/Forvard/Refresh button of your Browser, Please do not dick tuice on any eptions/buttons,
+ Please do not keep the page idle for more than three minutes,

T =T = T—

Users will have the link “Click here to register for Union PKI” as shown below. Click on the link.

B hotpa/ fwewrunbonbasnd ondine. con oo BAHKEWRAY j1e oonid s BOE0EF o ke FELGmEod el T 18 dp bk Tevemparam nub Ve dug b Uit gy PR OByl SIBedih ) | B3

U Union Bank hns

A T Ehargaakial

of inda #11 510 (For HR1x)

Authenticate ser

User Ik W4T ¥ FamM

oTe - Lot (ot ier o/ Cleiicbaetell Hiprrimars Taloen
Click hare to reqgister for Mobile 0T

(S | | Cancel | Click here to register for Union PKI

Nota:

Pross the button on your Bedwers Token and entor the O1F displayed on the LLD
werman. In coss your Hardware Token b out of syne, you will be redirected o the
wynchesrarabion low where you will ke ssked to snber an Acbvatson Lede that you mill
rucirve Hrough $9%. 1 you have Lost/ Megldeced  Bemeged your Herdwars Token
than plasse chak on the "Lost/Hisplaced /Dameged Herdmarn Token™ Bnk visible on
il rgh t side oF the page.

Fhis dbta if Barl vimwad of Midrsioll Dntacit Explomr &.0+4 asd Hetichped Havegator d.5+ eith reaclues 10024 ¥ T8

o Trusted sites | Protected Mode: Off = W -




User will receive the activation on registered mobile number via SMS.

B S Roaming o
| @ Union Bank of India [IN] | https:/Anmannsunionbankonline.co.infc orp/BAMKEWAY TRAM; sessionid =0 000D oL - GmrsyOF pOe:18cg 17t 1 Phavayparsm =g Do s gud AR SKIVEC sl

- G 1800 22 22 44 (All-India Toll Fres)
Hl’ Union Bank S D

Enter Roaming Activation Code

Activation Code b

Description :
** plaase enter the Acivation code provided to you via SME

vight @ Unicn Bank of India Thiz site iz best viewsd on Microsoft® Internet Explorer 6.0+ and Netscape® Mavigator 4.5+ with resolution 1024 H 768,

In next screen, user has to set Union PKI Password. Union PKI Password should be combination of

0 1800 22 22 44 (All-India Toll Free)

|U Union Bank +01-22-25719600 (From Abroad)

of India

Set Union PKI Password :

Username i A e sl

PAM {(Personal Assurance Message) pkitesting #

New Union PKI Password . i
o

Confirm Union PKI Password

m

private computer #4

Please follow the below instructions for setting your Union PKI Password.
1. Union PKI Password should contain atleast one alphabet and one digit
20 Ol alphabets or onlp-digits are ot allawed:
3. The Password should have a minirurn of & characters and a maximurm of 10 characters,

* personal Assurance Message can be any word or phrase of your choice.

**please set your new Union PKI Password. You will use this Password to authenticate hereafter.
t#Please keep this box checked if you are accessing internet banking from your own machine or a
trusted machine. Otherwise keep it unchecked.

Thiz site is best viewed on Microsoft® Internet Explorer 6.0+ and Metscape® Navigator 4.5+ with resalution 1024 X 7S, -
n E

W Trusted sites | Protected Mode: OFf daov EmL00% v

On click of Submit button, user will be at welcome page of Internet Banking.



